MpoTokon npeaBapuTenbHOW NPOBepPKU
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Hata: 19.10.2026. O6bekT: YasnoCore CRM 1.0, pegakumsa noctaskm 19.10.2026. Mposepkun
npoBefeHbl NpaBoobnagarenemM Ha cepeepe n B 6pay3epe. OT0 npeaBapuTenbHas TeXHMYeckas
NnpoBepkKa; OHa He siBnseTcs oduymnanbHeiM npotokoriom CAl u He noaTBepXXAAeT Bblgady
ceptndukata Ready for Astra.

Cpepa MoaTBepxaEHHOE 3HaYeHne

OC 1 pexum ALSE 1.8.2, «BopoHex»; astra-modeswitch get = 1
WcnonHeHve Apache 2.4.62; PHP 8.2.26 / FPM; MariaDB 10.11.6
Cepsep 16 vCPU, okono 32 'b O3Y

Afpec aksemnnsapa https://crm.yasnocore.ru/login/

MocTaBka ZIP, 86 dannos; 6e3 pabounx gaHHbIX U KOHUrypaumm

MpoBepku gencTByOLWEro 3aksemnnsapa: 67 ycnewwHo

lMpoBepeHbl BXOA, TPEX ponen, oTKpbITUE 16 aaMUHUCTPaTUBHbIX/paboynx pas3genos ¢ NOHbIM
HTML, cosgaHune cBa3aHHbIX CYLLHOCTEN, U3MEHEHWE CTalun U CTaTycoB
caenok/3agay/npennoXeHnn/Topros, NOUCK, ayauT, Npodunb, BbIXO U HEAENCTBUTESNbHbI BXOA.

lMpoBepeHbl 3anpeT U3MEHeHUs AN viewer, 3anpet agMMHUCTPATUBHbIX MapLUPYTOB ANs manager,
CSRF (HTTP 419), 3akpbiTble cnyxebHble NyTW, nokanbHble 06paboTynkm chopm 1 anarpammsl npu
coxpaHéHHon CSP. API otaenbHo npoBepeH: 6e3 TokeHa HTTP 401, ¢ geiAcTBUTENbHBIM TOKEHOM
HTTP 200.

Bpay3epHasi npoBepka ctaauu

Yepes Beb-nHTEepdenc cosgaHa cuHTeTUYeckas caenka, ctagus usMeHeHa Ha «[lpegnoxeHune».
lMocne nepesarpy3kuM COXpaHEHHOE 3HaYeHNe NoaATBEPXKAEHO B Opay3epe 1 6a3e. BpeMeHHble
TECTOBbIE 3aMnCU N YYETHbIE 3anNnCK yaaneHbl; MpoBepKa He ucnosb3oBana paboyne naponu
nosib3oBaTenen.

YasnoCore CRM 1.0 | 19.10.2026



Yncrtana yctaHoBKa M pe3ynbTaT NnepeHoca
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Yucraa yctaHoBKa utorosoro ZIP: ycnewHo

Apxus npoeepeH no SHA256SUMS un yctaHoBneH wraTHbIM deploy/install_linux.sh B otaenbHbIn
KkaTanor, otaenbHyto 6a3y u otaenbHbii PHP-FPM pool. CteHa 6bin 4OCTyneH TONMbKO Ha
127.0.0.1:8097. AoMmnHucTpaTtop co3gaH vyepes stdin crnyvyarHbiM naponem.

Ha nycton 6a3e n3 19 tabnuy otkpbiTbl 16 pasgenos ¢ nonHeiM HTML, BbinoniHeH Bxog 1 co3aaH
TecToBbIN KNMeHT. MNpoBepeHo oTcyTcTBUE PHP-owmnbok. MNMocne npoBepkyM BpEMEHHbIV CalT, cnyxoba
nyna, 6asa 1 y4€THas 3anmcb CHATbI C SKCMNyaTauuun; CBUAETENLCTBA NPOBEPKN COXPaHEHbI
HenybnmnyHo.

LlenocTHOCTb NnepeHoca: ycnewHo

Mepen nepekntoyeHnemM OCTaHOBMNEHbI N3MeHeHUs B ncxogHon CRM, BbINOMHEH MTOrOBbLIV SKCMOPT U
umnopT. ConoctaeneHbl 19 Tabnuy 1 567 cTtpok: konnvectBo n SHA-256 cogepXXMmoro CTpok
coBnanu. Pe3epBHble KOMMM UCXO4HON 6asbl, kKoga U KOHUrypaumm COXpaHeHbI.

OCHOBHOW 1 NPEeXHMIN JOMEHbI HanpaBneHbl Ha Astra. Ha ctapom agpece BKNIOYEH BPEMEHHbIN
HTTPS-npokcu k eguHon Astra-6ase, 4Tobbl obpalleHms ¢ yctapeswiMm DNS He co3gaBanu
oTaenbHble 3anucy Ha Windows. NpoeepeHbl Bxog, APl n ACME yepes npexHun IP. Ceptudmnkat
BKNKOYaeT OCHOBHOW, NPEXHWU N BPEMEHHbIA AOMEHDI.

UcnpaBneHHble gedekTbl

YcTpaHeHbl haTtanbHas owmnbka oTyéTa Ha nycTon 6a3e, notepst 3aronoska Authorization npum
nepegade B PHP-FPM u 6nokvpoBka inline-o6paboTyunkoB cMeHbl cTaTyca nonutukon CSP.
CTtaTtycHble hopMbl UCNONb3YIOT NokanbHbii forms.js; CSP He ocnabneHa.

paHuubI pe3ynbTaTa

He BbINONHANNCH Harpy3o4Hble, ANUTENbHbIE, OTKA30YCTOMYMBbLIE UCMbITAHUSA, NOMHbIA ayanT
6e3onacHOCTK, NPOBEpPKa JOCTaBKU BHELWHMX yBegomneHnn, MPL 1 HeHyneBbIX METOK. [OTOBHOCTb
K ohmumanbHbIM MCMbITAHUAM B 3asiBIIEHHON KOHpMrypauum NnoaTBEPXXAEHa NEPEeUNCIEHHbIMM
npegBapuTenbHbIMU NPOBEPKaMU.

SHA-256 utorosoro ZIP:

58e696132519¢ca7608597142a901296b
8ff4038da31d29b90d891e09590e8d86
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